PLOS DIGITAL HEALTH

Check for
updates

G OPEN ACCESS

Citation: Elvatun S, Knoors D, Brant S, Jonasson
C, Nygard JF (2025) Synthetic data as external
control arms in scarce single-arm clinical trials.
PLOS Digit Health 4(1): €0000581. https://doi.org/
10.1371/journal.pdig.0000581

Editor: Hualou Liang, Drexel University, UNITED
STATES OF AMERICA

Received: July 15, 2024
Accepted: December 17, 2024
Published: January 23, 2025

Copyright: © 2025 Elvatun et al. This is an open
access article distributed under the terms of the
Creative Commons Attribution License, which
permits unrestricted use, distribution, and
reproduction in any medium, provided the original
author and source are credited.

Data Availability Statement: The lung cancer
datasets used in this study is not publicly released
due to its potentially identifying content and
sensitive information. However, this data can be

made available upon separate request and approval

from the ethical committee (email:
post@forskningsetikk.no) and the data permit
authority at Norwegian Institute of Public Health
(email: folkehelseinstituttet@fhi.no) pursuant the
legal requirements mandated by the European
GDPR, Article 6 and 9. The data and software code
are not publicly available due to individual privacy
and ethical restrictions.

RESEARCH ARTICLE

Synthetic data as external control arms in
scarce single-arm clinical trials

Severin Elvatun®', Daan Knoors', Simon Brant?, Christian Jonasson®?2,

Jan F. Nygard® '+

1 Cancer Registry of Norway, Norwegian Institute of Public health, Ullernchausseen 64, 0379 Oslo, Norway,
2 NordicRWE, Universitetsgata 2, 0164 Oslo, Norway

* jfn @kreftregisteret.no

Abstract

An external control arm based on health registry data can serve as an alternative compara-
tor in single-arm drug development studies that lack a benchmark for comparison to the
experimental treatment. However, accessing such observational healthcare data involves a
lengthy and intricate application process, delaying drug approval studies and access to
novel treatments. Clinical trials typically comprise only a few hundred patients usually with
high-cardinality features, which makes individual data instances more exposed to re-identifi-
cation attacks. We examine whether synthetic data can serve as a proxy for the empirical
control arm data by providing the same research outcomes while reducing the risk of infor-
mation disclosure. We propose a reversible data generalization procedure to address these
particular data characteristics that can be used in conjunction with any generator algorithm.
It reduces the input data cardinality pre-synthesis and reverses it post-synthesis to regain
the original data structure. Finally, we test a selection of state-of-the-art generators against
a suite of utility and privacy metrics. The external control arm benchmark was generated
using data from Norwegian health registries. In this retrospective study, we compare various
synthetic data generation algorithms in numerical experiments, focusing on the utility of the
synthetic data to support the conclusions drawn from the empirical data, and analysing the
risk of sensitive information disclosure. Our results indicate that data generalization is
advantageous to enhance both data utility and privacy in smaller datasets with high cardinal-
ity. Moreover, the generator algorithms demonstrate the ability to generate synthetic data of
high utility without compromising the confidentiality of the empirical data. Our finding sug-
gests that synthetic external control arms could serve as a viable alternative to observational
data in drug development studies, while reducing the risk of revealing sensitive patient
information.

Author summary

In our research, we explored how synthetically generated data can serve as a comparison
benchmark to experimental treatments in drug development studies. Such studies often
face challenges in accessing a benchmark for clinical trials, delaying the evaluation and
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potentially the access to novel treatments. We examined whether synthetic data can serve
as a proxy for an empirical benchmark, providing the same study evaluation results while
reducing the risk of disclosing patient information. In our approach, we introduced a
method to simplify the data before creating synthetic versions and then reconstruct the
original structure after synthesis. We compared various synthetic data generation tech-
niques to see if they could effectively replicate the utility of real data without compromis-
ing patient privacy. Our findings show that synthetic data can indeed match the
usefulness of empirical data while reducing the risk of revealing sensitive patient informa-
tion. This suggests that synthetic data could be a practical alternative in drug development.
Such an advancement could speed up the process of evaluating and bringing new treat-
ments to market while enhancing patient privacy.

Introduction

There is a growing emphasis on leveraging observational data in drug development studies.
The observational data may serve as an external control arm in lieu of a benchmark for com-
parison to the experimental treatment (active arm). The ideal scenario involves accessing data
from a control arm collected in the same meticulously controlled environment as the active
arm in a clinical trial. However, there are instances where randomizing to a control arm is
impractical or ethically challenging. In such cases, observational data could be an alternative
[1].

The U.S. Food and Drug Administration has released guiding documents outlining proce-
dures for conducting clinical trials that utilize observational data instead of a control group,
often referred to as an external control arm. To construct such a control arm, researchers have
explored using data from the Cancer Registry of Norway (CRN) as a substitute comparator
arm in clinical trials [2]. However, accessing observational medical data remains challenging
while staying in alignment with the applicable privacy regulations and the risk of disclosing
sensitive information.

Across various countries, especially within the EU, stringent legal requirements mandate
minimal exposure of sensitive personal data. Consequently, gaining access to these data
sources often involves navigating through a lengthy and intricate application process. In the
context of drug approval, surmounting this procedural hurdle could potentially lead to delays
in accessing novel treatments.

An alternative approach to using the observational data involves synthetically generated
data. Synthetic data are artificial instances drawn from an approximate distribution of the
empirical data. Given sufficient resemblance between the synthetic and the original data, the
approximation can serve as a replacement for the original data to analyse treatment efficacy.
Furthermore, synthetic data is devoid of one-to-one relationship between a synthetic record
and an actual patient, reducing the risk of disclosing sensitive information. Thus, an external
control arm constructed from synthetic data offers an alternative approach when accessing
observational data is subject to strict privacy and legal constraints.

To investigate the potential for leveraging synthetic data in clinical trial studies, we use data
from nation-wide healthcare registers. Our goal is to assess whether using this synthetic con-
trol arm together with data from the active arm can support the same conclusions as the
empirical data, while also reducing the risk of information disclosure. We compare different
methods for synthetic data generation, and evaluate the utility and privacy of the synthetic
control arm to evaluate whether it could be a viable alternative to the original data.
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Methods

To create a synthetic external control arm, we draw a set of artificial instances from an approx-
imation of the empirical data distribution. This approximation is derived by fitting a genera-
tive algorithm to the observational data. Using the fitted algorithm to sample artificial records,
we create a synthetic dataset that closely resembles the empirical data distribution, but without
replicating the original information. Various methodologies are available to model the distri-
butions and structure of the source data. To identify the generator algorithms capable of cap-
turing the specific data characteristics and requirements of our use case, we compare different
types of algorithms.

Synthetic data generation

Obtaining access to data from cancer registries requires the submission of a data request with
aresearch proposal. While registries may record data in various formats, in general only aggre-
gate or de-identified tabular data are released as other forms of data tend to have more unique
personal-identifiable information. Hence, in line with the data request process, the data we
consider in our application is in tabular format with patients as rows and features as columns,
including numerical (e.g., age) and categorical (e.g., gender) data types.

Data generator selection. A generator aims to capture the distributions and relationships
between features to create a synthetic dataset that mimics the properties of the original data.
These generators may vary greatly in terms of their modeling approach, making some better
suited for particular data types and requirements.

In preliminary studies, we experimented with various approaches, including Bayesian Net-
works, Variational Autoencoders, and Generative Adversarial Networks (GANs), and found
that GANs provided the most robust utility. They also support rigorous privacy definitions
through mechanisms such as differential privacy. Based on reviews investigating the state of
synthetic tabular health data [3], the majority of new publications and applications seem to
have shifted towards synthesis methods based on GANSs. Therefore, for the sake of brevity and
building on prior work, we focused our study primarily on adversarial methods, evaluating
their performance on synthetic clinical trial data. Moreover, as private synthetic data is one of
the key motivations for this study, we also include another approach that is optimised for this
particular objective, namely PrivBayes. This algorithm received the Sigmoid 2024 Test of Time
Award [4], having been used in various applications and is acknowledged as the first practical
solution for privacy-preserving synthesis. We therefore limit our scope on the following gener-
ator selection.

The Conditional Tabular Generative Adversarial Network (CTGAN) is a machine learning
model designed for generating synthetic tabular data, especially where the data includes mixed
types (categorical and continuous) and complex dependencies between features. It is an exten-
sion of the Generative Adversarial Network (GAN) to accommodate the characteristics of tab-
ular data [5].

Furthermore, Survival CTGAN is a specialized extension of the Conditional Tabular Gener-
ative Adversarial Network (CTGAN) designed to generate synthetic survival data, which
includes time-to-event information and censoring indicators. It aims to produce realistic and
statistically similar synthetic datasets for survival analysis [6].

Despite the potential of synthetic data in protecting sensitive information, solely relying on
it may not fully address privacy concerns [7-9]. Complementary techniques, such as noise
injection based on differential privacy, offer additional privacy protection [10]. Differential
privacy frameworks integrated into data generator algorithms provide mathematical guaran-
tees for privacy-preserving synthetic data generation.
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The Differentially Private Generative Adversarial Network (DP-GAN) is a type of GAN
designed to generate synthetic data while preserving the privacy of the individuals in the train-
ing dataset. It integrates differential privacy mechanisms to ensure that the synthetic data does
not reveal sensitive information about any specific individual in the original data [11].

The Private Aggregation of Teacher Ensembles (PATE) GAN is a method designed to
enhance the privacy and security of Generative Adversarial Networks (GANs) by integrating
the PATE framework. PATE utilizes multiple teacher models trained on disjoint subsets of
sensitive data. These teachers collectively guide a student model without exposing individual
data points, thus preserving privacy. Overall, PATE GAN combines the generative capabilities
of GAN s with robust privacy protections, making it suitable for scenarios where data privacy is
paramount [12].

Finally, PrivBayes is a privacy-preserving algorithm designed to generate synthetic data that
maintains the statistical properties of the original dataset while ensuring individual privacy. It
uses a Bayesian network to model the data distribution and incorporates differential privacy to
protect sensitive information. It constructs a Bayesian network to capture the probabilistic
relationships between attributes in the dataset [13].

These listed algorithms provides a comprehensive selection of techniques for tabular data
generation with differential privacy. However, protecting sensitive information can still be
challenging when the source data is limited in quantity. In such cases, the original dataset typi-
cally includes a few instances with distinct variations, carrying a higher privacy risk due to the
exposure of their distinguishable characteristics. However, by combining synthetic data gener-
ation with other traditional privacy-enhancing techniques, statistical patterns that apply to
larger populations can be emphasized while the patterns specific to individuals are masked.

Reversible data generalization

Clinical drug trials typically comprise only a small number of patients, which makes individual
data instances more exposed to re-identification attacks [14]. If the data in addition contains
high-cardinality features, such as age and event horizon, the patient scarcity poses a challenge
in accurately capturing statistical relationships between the features. Preserving the feature
relationship information is important for the synthetic data utility, but here the data contains
only a few examples of genuine feature combinations.

To address these challenges in synthesizing scarce and high-cardinality data, we use a
method for reversible data generalization. Data generalization is a common approach for data
de-identification, e.g., k-anonymity [15]. In the context of synthetic data generation, generali-
zation can be used to reduce the cardinality of the features in the input data and thus enhance
the signals on genuine feature relationships. However, this does alter the dataset properties,
where the original variable range is lost. Hence, we propose a method to reverse the generaliza-
tion in the synthetic data, so that the structure of the original data is regained.

Data generalization performs a mapping x — [b,, b,.,1) of each original feature value x into

one of N different bins, { [b,, b,.,) }Z: . This reduces the feature to have cardinality N, and
simplifies the information about joint feature distributions that must be captured by the data
generators. The number of bins and their ranges can be determined based on domain knowl-
edge or by observing statistical distributions in the dataset, e.g., selecting bins based on variable
quantiles to ensure an equal number of samples in each bin.

Following the generalization and synthesis, we apply the reverse generalization procedure
to the synthetic data, restoring variable cardinality to the original range. The reverse-
generalization produces new feature values X ~ D, (¢) from a parametric distribution D,,

over [b,, b,..1). For binned continuous features, we take D,, to be a truncated normal
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distribution and ¢ to be the mean and standard deviation. To avoid disclosing sensitive
information about the original data with this procedure, we use the Laplace Mechanism to
estimate ¢ in a differentially private manner [16]. This mechanism adds noise to the output
of a deterministic function, which is drawn from the Laplacian distribution and calibrated
using the sensitivity of the function and the privacy budget. The privacy budget is relatively
low, as only the mean and standard deviation need to be computed for the truncated normal
distribution. However, with relaxed privacy guarantees, a more sophisticated density estima-
tion function could be considered as well.

The data generalization method enables the generator to identify and model the stronger
statistical patterns, while also reducing the privacy risk of individuals with low-frequency val-
ues. However, generalization does come at a cost, where more granular patterns are likely to
be lost and the structure of the data is altered. Nevertheless, the reversal of this process using
the parametric distribution of the generalized variable, ensures that the original variable range
is restored and minimizes the effect of granular patterns being lost.

Synthetic data quality assessment

A synthetic control arm must retain essential characteristics of the original dataset to serve as a
viable replacement. Evaluating its resemblance to the original data requires an examination of
pattern consistency and utility in specific applications. In addition, the privacy risk of releasing
the synthetic data need to be investigated to determine whether no sensitive information about
the original data subjects has leaked. The challenge is to strike the right balance between these
conflicting requirements. To evaluate utility and privacy, we use a suite of metrics commonly
applied in synthetic data evaluation, along with metrics that test for statistical properties typi-
cally analyzed in clinical trial datasets.

Data resemblance. Determining whether synthetic tabular data is able to adequately
mimic the statistical patterns of the original data requires an examination of both the univar-
iate and multivariate distributions. We employ the Kolmogorov-Smirnov (KS) statistical
test, and the Jensen-Shannon (JS) distance to evaluate the similarity in between synthetic
and original feature distributions. Additionally, we train separate classification algorithms
on the original and the synthetic data and compare their accuracy to assess whether the fea-
ture relationships are preserved. More details on data resemblance measures are given in
S1 Appendix, Section Data resemblance measures.

Utility. For synthetic data to be a useful control arm, it needs to support the same conclu-
sions as the original observational data. We design four performance measures based on meth-
ods that are commonly used for comparing treatment effects to assess whether the same
outcomes are achieved across both datasets. These measures aim to quantify the agreement
between the synthetic and the original data in treatment efficacy estimation.

First, the Cox beta distance measures the difference in hazard ratios between original and
synthetic data. Second, median survival distance calculates the absolute difference between
median survival estimates from Kaplan-Meier estimators. Third, survival curve distance com-
pares full survival curves, quantifying resemblance by integrating over the difference region
between original and synthetic estimates. Finally, predicted survival distance evaluates the pre-
dictive abilities of the data by comparing patient-specific survival curves from flexible paramet-
ric models. For these four measures, a lower distance suggests a higher resemblance between
the synthetic and original data for their specific task. See S1 Appendix, Section Utility mea-
sures for further information on the utility measures.

Privacy. Synthetic data may reduce privacy risks but does not guarantee protection of sen-
sitive information.
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With a scarce number of instances in the original data, statistical patterns are inherently
more dependent on particular instances being part of the dataset. This is a concern as in partic-
ular minority groups are shown to be more susceptible to privacy risks [9]. To indicate the risk
of re-identifying original information from synthetic data, we leverage four privacy measures.

Firstly, the CAP Categorical score evaluates the risk of inferring unknown feature values
from synthetic data based on access to a few original categorical features, where a high score
indicates safety from such inference attacks. Secondly, XGB Detection employs a XGB classifier
to detect re-identification risk by classifying synthetic and original records, with successful
classification suggesting lower re-identification risk. Thirdly, Distance Closest Record (DCR)
measures the median distance from synthetic instances to the closest original instance, indicat-
ing a greater risk of memorization of training data if the synthetic dataset has a lower DCR
compared to a independent hold-out set of original data. Finally, Nearest Neighbor Distance
Ratio (NNDR) extends DCR by assessing the relative distances between the first and fifth clos-
est data points, with a low score indicating proximity to sparsely-populated regions in the orig-
inal dataset, posing a greater privacy risk. Additional details on the utility measures are given
in S1 Appendix, Section Privacy measures.

Ranking synthetic data generators

We compare generators by assigning rank scores based on their performance, similar to [17].
First, we rank the generators according to each performance measure, assigning discrete values
indicating their relative performance. These scores are then aggregated into the average per
generator. Subsequently, we normalize the scores to a unit range of [0, 1]. This makes the rank
scores proportional to the relative generator performance, where lower scores signify better
performance. Details on computing the rank scores is given in S1 Appendix, section Generator
rank scores.

Numerical experiments

We conduct numerical experiments in a retrospective analysis to investigate the impact of
substituting observational data with synthetic data as the external control arm in a drug devel-
opment study. Our objective is twofold: firstly to ascertain the consistency drawn from the
study using the original dataset when employing synthetic data; secondly, to evaluate the
potential risk associated with information disclosure stemming from the utilization of syn-
thetic data.

Data. The dataset used in this study is comprised of 645 patients who were diagnosed
with advanced (locally advanced or metastatic) non-small lung cancer in Norway between the
Ist of January 2017, and 30th of September 2021. The dataset was restricted to patients initiat-
ing first-line treatment with either chemotherapy (combination of a platinum-based drug, and
at least one other chemotherapy drug [i.e., the control arm], N = 397), or Pembrolizumab as
monotherapy (i.e., the active arm, N = 248). The target outcome is overall survival, namely the
time from treatment initiation to death. Follow-up ended on the 31st of December 2021. Fur-
ther details on the data are given in S1 Appendix, Section Data.

Performance reference bounds. To establish benchmarks for generator performance, we
introduce two synthetic data generators called Dummy and Uniform. The Dummy generator
essentially replicates the original control arm data, representing the upper limit of data quality.
Additionally, we devise a Uniform generator, employing uniform random sampling of mar-
ginals, to set a lower performance boundary. However, we remark that over 75% of our fea-
tures are binary with balanced outcomes (see Table 1 in S1 Appendix). In this case, uniform
sampling might yield data that appears realistic despite its naive generation method.
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Data generators. We include in total six generator algorithms in numerical experiments:
Dummy, CTGAN, Survival CTGAN, DP-GAN, PATEGAN, PrivBayes and Uniform. The gen-
erators are based on the implementations in the synthcity open-source Python package [18].
These generators creates a good spread of methods for privacy-preserving syntehtic tabular
data. Each generator is trained and evaluated in ten random initializations. This means we cre-
ate ten datasets per generator. The hyperparameters for each generator, including the epsilon
values for differential privacy, are given in S1 Appendix, Section Hyperparameters.

Results

The viability of employing a synthetic external control arm in clinical trial studies is herein
examined in terms of performance measures to analyze the utility of synthetic data and the
potential risk of information disclosure.

Effect of reversible data generalization

As the data is scarce and with some variables of relatively high cardinalityour first goal is to
examine the effect of the reversible data generalization method using a suite of synthetic data
quality measures. Note that the generalization is only applied to the variables ‘age’ and ‘survival
time’, as the others have low cardinality (see Table 1 in S1 Appendix). Multiple datasets are
generated for each generator type either with the usage of generalization or without.

In Fig 1, we display the rank scores of the generators for each category of data quality mea-
sures, as well as the overall ranking across all three performance measure groups. Recall that
lower rank scores indicate the preferred generators.

The conclusion from Fig 1 is that the reversible generalize mechanism seems to beneficial
for all generators. As expected, generalization enhances data privacy due to the aggregation of
high-cardinality features prior to synthesis, and random sampling of values within the general-
ized domain following the synthesis. However, it also seems to improve data resemblance.
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Fig 1. Effect of data generalization. Comparing synthetic data generated with (‘generalize’) and without data
generalization (‘no generalize’).

https://doi.org/10.1371/journal.pdig.0000581.9001

PLOS Digital Health | https://doi.org/10.1371/journal.pdig.0000581  January 23, 2025 7/13


https://doi.org/10.1371/journal.pdig.0000581.g001
https://doi.org/10.1371/journal.pdig.0000581

PLOS DIGITAL HEALTH

Synthetic external control arms in clinical trials

100 { = e e e e e e .
_— 0.025 ===
% o054l == g
L . £ 0.015 q .
2 092 3 ¢+ .
| ¥ 0.010 4 S——
0.90
0.88 % 0.005 1 @
0.86 == 0.000{ ———
™ o o G o R\ Y N 5 ©
o < ye ! ) §o' ! Cal¥ca jca 3 gof
o & @O FT T AP s
o &
Generator algorithm Generator algorithm

mize)

(m

0.55

0.50

0.701 + i TE
gﬁ‘aiﬁéé i : %?ﬁé
ol )
. ‘
‘

e o ©
w ou o
o u ©°

¢ 0.45

‘

o
'Y
)

0.40

Linear clf accuracy
RF clf accuracy (maximize)

o
>
=]

0.35

) N o N 5 © ' N N S e
W Caes s N (o o p S U = «
«® S S S N S o <OF o <P @
r W o o Y \ o 4 & @ o ES < W

G

o

o
0”‘0

Generator algorithm Generator algorithm

Fig 2. Data resemblance. Results from KS-test, J-S distance, and linear and RF classification accuracy.

https://doi.org/10.1371/journal.pdig.0000581.9002

Even though the granular patterns may be lost, the reduced data cardinality will likely enhance
the more common signals in the data. Motivated by the improved results on data resemblance,
utility and privacy, we proceed with our analyses using data generalization as pre- and post-
processing.

Synthetic data resemblance

As a basic check, we study the resemblance between synthetic and original data, using the data
resemblance measures described in Section Data resemblance. Fig 2 shows the KS test and J-S
distance scores, and the survival outcome classification scores per data generator.

Through the KS test and J-S distance, the generated data shows a strong resemblance to the
Dummy generator upper baseline, with some distance from the results of the lower bound
Uniform generator. Using a linear model and a random forest, their classification results are
closely in line with the results on the Dummy data.

Synthetic data utility

To examine the effectiveness of substituting synthetic data with the original external control
arm, we present the results for our custom performance measures in Fig 3. Note that Priv-
Bayes, PATEGAN, and DPGAN use differential privacy, which limits privacy leakage but may
also reduce data utility. (We set epsilon equal to 10 for consistency but suggest further experi-
mentation if the respective generator is deemed satisfactory for use case.)

The Cox beta score shows the difference between hazard ratio estimates from original and
synthetic data, with the difference being the smallest for PrivBayes, CTGAN and PATEGAN.
Compared to the Cox beta results, the Survival CTGAN improves on the other three measures
in Fig 3, comparing different aspects of survival curves. Interestingly, the PrivBayes shows
competitive results with the Survival CTGAN, although PrivBayes was not designed to effec-
tively capture information about survival outcomes.

PLOS Digital Health | https://doi.org/10.1371/journal.pdig.0000581  January 23, 2025 8/13


https://doi.org/10.1371/journal.pdig.0000581.g002
https://doi.org/10.1371/journal.pdig.0000581

PLOS DIGITAL HEALTH

Synthetic external control arms in clinical trials

0.7

0.4 + E

0.3

: ii -
iR . TR R | N

N p CR o o M o G
< #““0 &a‘\ \)‘\\\0 0\3‘0 «® 3\0‘ o?‘o ?PS?‘O ‘,‘N‘aa* \)“\xo

e““‘\q

Generator algorithm

0.6

Cox beta distance
Median survival distance

Generator algorithm

0.8 [}

. ;;?‘I'%

0.0

o [ g
® =]
-

°
o

Predicted survival distance
(=]
>

Survival curves distance
o
S

L
t
ﬁ
I

o
=)

PN o C
or .0 < ﬁ«’o ?‘\&iﬂ \)“\‘0

™
& R
\\l"’\ o

N N N N S © S N

0 P e ! 5 < « P

o S «© @ «© R O ?P;(?,(’ \"\\l%ﬁ \5(\\‘0 @)“\ «©
= &

Generator algorithm Generator algorithm

Fig 3. Synthetic data uility. Custom performance measures to examine the effectiveness of a synthetic external control
arm.

https://doi.org/10.1371/journal.pdig.0000581.9003

Privacy evaluation

The results from the previous section (Section Synthetic data utility, Fig 3) shows that most
generators are capable of producing high-utility synthetic data. Generators capable of produc-
ing synthetic data that preserves the statistical information of the original data with high accu-
racy are expected to have greater risk of disclosing information about the original data.

To evaluate re-identification risk, we show in Fig 4 the CAP Categorical, XGB Detection,
Distance Closest Record (DCR) and Nearest Neighbor Distance Ratio (NNDR) scores.

For these two measures, the Uniform generator is expected to have the lowest re-identifica-
tion risk, while the Dummy generator has the highest risk.

The DCR and NNDR scores are based on the nearest neighbour distances between original
and synthetic instances, and a hold-out set of instances from the original data. Here, we also
include the hold-out result, showing the resemblance between the original training data and
the hold-out set as baseline.

Although all generators have a high CAP Categorical score signifying low information dis-
closure risk, the distance to the high-risk bound (Dummy) is close terms of score range (from
0.90 to 0.95). This indicates that it is generally challenging for an attacker to infer the categori-
cal features, even with full access to some of the other features from the original data. Also
including the numerical features, the XGB shows a strong ability to distinguish between origi-
nal and synthetic instances, suggesting that records in the synthetic data deviate enough from
records in the original data.

Moreover, most generators have higher DCR and NNDR scores than the original hold-out
data. Survival CTGAN is the only generator with a lower DCR than hold-out, indicating a
higher risk of information leakage. Regarding NNDR, the hold-out appears identical to
Dummy, indicating that hold-out instances tend to reside in sparse regions of the training
data. This is likely due to the scarcity of patients in the original dataset.
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Fig 4. Re-identification risk. Cap Categorical, detection XGB, distance closest record (DCR) and nearest neighbor
distance ratio (NNDR) scores.

https://doi.org/10.1371/journal.pdig.0000581.9004

Generator ranking

To identify the most promising generator algorithms overall, we compare the generators by
their rank scores in Fig 5. The panel shows the rank scores per quality measure category, as
well as the overall generator ranking across all categories. As a sanity check, we expect the
Dummy generator to perform best in terms of similarity and utility (lowest rank score), while
the Uniform generator should perform best on the privacy metrics.

The overall rank scores in Fig 5 shows that the PrivBayes, CTGAN and PATEGAN are the
preferred generators in this study. The DPGAN generates the most private data, using the
same epsilon budget as PrivBayes and PATEGAN, compromising data resemblance and util-
ity. PrivBayes is superior in data similarity and utility but has lower privacy guarantees, while
CTGAN and PATEGAN have somewhat higher privacy. However, PrivBayes has the added
benefit of being able to adjust the privacy level by altering the epsilon value.

Use-case demonstration

By constructing an illustrative example, we demonstrate the potential in leveraging synthetic
control arm data to support the same conclusions obtained with the original data. In this
example, we use survival curves and hazard ratio estimates to compare treatment effects. The
survival curves are derived from Kaplan-Meier estimates and the hazard ratios from boot-
straped Cox models. To evaluate the synthetic control arm usefulness, we visually compare the
resemblance between survival curves of the chemotherapy group (control arm) and histograms
of hazard-ratios. The histograms are derived from data with both the original arms and data
combining the synthetic control arm with the original Pembrolizuma arm (active arm), creat-
ing a hybrid dataset.

We present the results of our illustrative example in Fig 6, using the three highest ranked
generators from Fig 5. The more transparent synthetic control arm (chemotherapy) curves are
from each run, while the bolder curve is the average over the runs.
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We observe that the estimates from PrivBayes and CTGAN are more accurate than those
from PATEGAN. Their KM curves closely align for up to approximately 25 months, after
which the synthetic control arm tends to deviate slightly, showing a lower survival rate com-
pared to the original data. Comparing histograms indicate that using data from PrivBayes
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Fig 6. Illustrative example. Kaplan-Meier curves, and histograms of hazard-ratio estimates for the original data and
hybrid data using PrivBayes, CTGAN and PATEGAN synthetic data generators.

https://doi.org/10.1371/journal.pdig.0000581.g006
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and CTGAN only slightly shifts the hazard ratios towards increased survival (i.e., lower haz-
ard-ratios than the original/reference data), while the PATEGAN data somewhat reduces
survival (i.e., higher hazard-ratios). Certain discrepancies between the original and synthetic
data can occur due to the inherent limitations of synthetic data generation techniques or
data scarcity over certain time intervals. However, the overall conclusion regarding the dif-
ference in treatment effects remain consistent whether the synthetic or original control arm
is used.

Discussion

The aim of this paper is to indicate the potential for using synthetic data as a more accessible
proxy for the external control arm in drug development studies.

Our control arm benchmark is sourced from three Norwegian health registers, and con-
tains only a limited number of patients with some high-cardinality features. Generating syn-
thetic data typically requires numerous instances for sufficiently strong signals on feature
combinations. The reversible data generalization mechanism addressed this challenge and
seemed to improve the performance for all generators. Further investigation is needed to con-
firm utility in other applications and datasets.

The evaluation criteria selected for this study focuses on the utility of the synthetic data to
support the conclusions drawn from the original data, and the risk of information disclosure.
In a comparison of different generator algorithms, PrivBayes, CTGAN and PATEGAN dem-
onstrated the strongest capacity to produce synthetic data with resemblance to the original
data with relatively low information leakage. The results suggests that synthetic control arm
data can be created to mirror the conclusions drawn from the original data, while protecting
sensitive information. However, despite our investigations into the risk of disclosing original
data information via the synthetic data, our analyses are not sufficient evidence to conclude a
safe public release of the synthetic data.

Thus, in future work, we plan to conduct a more thorough analysis of privacy requirements
for granting public access to synthetic external control arms. Moreover, rather than replacing
the original data, we plan to explore synthetic data augmentation for scarce data regimes in
drug development studies. Based on the results from this study, we expect that augmentation
will enhance the original data, leading to more decisive results.

Supporting information

S1 Appendix. Supplementary information. More detailed explanations of data resemblance
measures and generator rank scores, the hyperparameters used to train the synthetic data gen-
erators, and summary statistics of the data variables.

(PDF)
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